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Abstract
Large Language Models (LLMs) increasingly mediate socio-
technical systems where privacy judgments are critical, yet
they often encode biased privacy norms learned from internet-
scale training data. Prior work has predominantly focused on
detecting behavioral privacy biases without understanding
their mechanistic origins within the model weights. This
paper addresses this gap by investigating whether privacy
biases are localize in specific circuits of LLMs using the Con-
textual Integrity (CI) framework.

We use this methodology of combining CI with Mechanis-
tic Interpretability (MI) techniques to identify and analyze
these circuits. Our approach constructs controlled vignette
pairs that isolate key CI parameters and employs Edge At-
tribution Patching with Integrated Gradients (EAP-IG) on
instruction-tuned LLMs to discover faithful circuits influ-
encing privacy-related decisions. Results reveal specialized
mid-to-late layer attention patterns with high fidelity that dif-
ferentiate appropriate from inappropriate information flows,
with low structural overlap indicatingmodular privacymech-
anisms.
Our work bridges behavioral privacy evaluation with in-

ternal model interpretability, advancing tools for targeted
circuit editing to mitigate privacy biases without costly full
model retraining. our finding provide actionable insights for
developing privacy-respecting AI systems.

1 Introduction
During training, Large Language Models (LLMs) can inad-
vertently learn societal biases and privacy norms embedded
in large-scale, non-public datasets. These learned biases may
not always align with socially and ethically accepted privacy
expectations, sometimes leading to inappropriate disclosures
of sensitive information [1, 17, 29]. As LLMs are deployed as
interactive agents in socio-technical systems, it becomes im-
perative to rigorously examine these privacy biases, which
is defined as a skewed judgment of the appropriateness of
information flows within specific social contexts [24].
Unchecked privacy biases can result in serious ethical,

legal, and reputational risks. They may lead to unfair treate-
ment of individuals, violations of data protection laws such
as GDPR and HIPAA, and erosion of user trust in AI systems.
Moreover, biased privacy judgments can amplify systemic
inequalities affecting marginalized groups, potentially caus-
ing real-world harms in areas like healthcare, finance, or
employment decisions[4, 16]. Therefore, mitigating privacy
bias is essential to ensure LLMs uphold privacy standards,

comply with regulations, and foster equitable, trustworthy
AI applications.

We ground the notion of privacy bias in the theory of
Contextual Integrity, which conceptualizes privacy in terms
of appropriate information flows governed by the roles, re-
lationships, datatypes, and transmission principles relevant
to a given context [20]. Using this framework, we formu-
late the novel research problem of localizing privacy biases
embedded within LLMs’ internal representations. This ap-
proach enables us to move beyond evaluating privacy at a
behavioral level, to understanding the mechanistic origins
of these biases within the model’s computational circuits.

Evaluating privacy biases is challenged by the high sensi-
tivity of LLM responses to subtle variations in prompt phras-
ing, which can confound bias assessment if not carefully
managed[2, 6, 22, 24]. We address this by developing a robust
methodology that identifies consistent privacy judgments
through carefully constructed vignette pairs and prompt
ensembles.

Our contributions include:
• Generating a dataset to find circuits related to privacy
bias.

• Developing Clean and Corrupted prompting strategies
for running EAP-IG.

• Finding and Analyzing circuits related to privacy deci-
sions using Mechanistic Interpretability techniques.

2 Background

Contextual Integrity (CI) is a theoretical framework for
understanding privacy as the appropriateness of information
flows within specific social contexts, governed by norms [20].
These norms are characterized by five key parameters:

• Roles: the actors involved, which includes the infor-
mation sender, recipient and data subject (e.g., doctor,
patient, insurer).

• Information Type: the kind of data being shared,
such as medical history, location, or financial details.

• TransmissionPrinciple: the conditions or constraints
under which information is transmitted, e.g., consent,
confidentiality, or legal requirements.

For example, consider a typical information flow in a
healthcare context: Doctor (sender) shares patient’s (data
subject)medical information (infotype) with pharmacist
(recipient) to prepare prescription (transmission principle).
This flow is aligned to healthcare privacy norms and thus pre-
serves contextual integrity and is an appropriate information



flow. However, if the same medical data were shared with
an advertisement agency for marketing purposes, the trans-
mission principle would be violated, constituting a breach
of contextual integrity and would be considered an inappro-
priate information flow [24].

CI has been effectively applied to evaluate privacy expec-
tations in diverse contexts and has recently been adapted
to assess privacy compliance and biases in large language
models (Section 3.1)[7, 13, 17, 19], yet it lacks insights into
the model’s internal mechanisms that drive these judgments.

Privacy Bias in LLMs refers to skewed judgments on the
appropriateness of information flows within specific social
contexts [24]. That is, the extent to which an LLM deems an
information flow to be appropriate or inappropriate relative
to established privacy norms learned from training data. For
instance, LLMs trained on internet data containing implicit
privacy rules may incorrectly suggest sharing patient’s med-
ical records with advertisers or publicly revealing political
beliefs as appropriate, reflecting systemic biases in training
data.

Mechanistic Interpretibility. Neural networks (NNs) are
functions whose input is an N-dimensional vector. Thus, it is
difficult to predict how they are going to behave on this expo-
nential space. Similar problem arises for many programs that
we run on our computers. For these programs, we can take a
look at their code and understand their behavior. Perhaps, we
could do the same by looking at NNs’ parameters. However,
NNs could have tens-hundreds of billions of parameters. The
issue here, same as looking at binary representation of a pro-
gram, is that the parameters themselves are uninterpretable
for humans. The goal of mechanistic interpretability is to
find smaller descriptions of NNs similar to codes for a binary
program [21].

3 State-of-the-Art
3.1 Contextual Integrity in Privacy Assessment
Recent works have advanced the application of Contextual
Integrity theory to evaluate privacy in LLMs. Mireshghal-
lah et al. [17] adapts CI through vignette-style probing to
compare LLM privacy judgments with human expectations,
focusing on measuring adherence to social norms for infor-
mation sharing without dissecting internal model decision-
making. Shao et al. [23] utilizes CI parameters to enable
multi-level evaluation of privacy leakage scenarios in Lan-
guage Model (LM) agents’ actions, aiming to bridge the gap
between LM performance in answering the probing ques-
tions and the actual behavior when executing client’s instruc-
tion in a real-world agentic setup. Yi et al. [27] expands on
CI by addressing Contextual Ambiguity, generating disam-
biguated scenarios that improve prompt stability and privacy
judgment accuracy by simulating real-world clarifications.

Shvartzshnaider and Duddu [24] apply CI to quantify pri-
vacy bias as statistical divergence from contextual norms via
multi-prompt ensembles.

3.2 LLM Privacy Bias Detection
Recent studies, such as Mireshghallah et al. [17], reveal that
LLM privacy judgments often diverge from human expecta-
tions, highlighting significant alignment gaps. Research by
Cao et al. [2] demonstrates LLMs’ high sensitivity to prompt
templates and a lack of robustness in privacy classification
tasks. Investigation into privacy risks, including member-
ship inference attacks, are detailed byMeeus et al. [15], while
Carlini et al. [3] expose LLMs’ vulnerability to data recon-
struction via training data extraction. However, these works
mostly evaluate the models from an external perspective,
without pinpointing the internal components behind biased
privacy behavior. Identifying such components is a critical
step towards effective mitigation.

3.3 Mechanistic Interpretability Techniques
Mechanistic Interpretability methods like Edge Attribute
Patching (EAP) by Nanda [18] aim to identify model-internal
circuits responsible for specific behaviors by attributing gra-
dients along computational edges. Recent extensions, like
EAP-IG by Hanna et al. [10] and EAP-GP by Zhang et al. [28],
provide more precise circuit localization and enable lower-
impact interventions through improved gradient-based at-
tribution. While these methods have primarily been applied
to domains such as factual knowledge editing and bias mit-
igation, they have rarely been explored in the context of
privacy-related behavior. In this work, we employ EAP-
IG for its refined attribution capabilities, using it to locate
privacy-relevant circuits and then patch those. This bridges
the gap between behavioral privacy evaluation and transpar-
ent, circuit-level mitigation.

3.4 Existing Privacy Bias Mitigations
Existing mitigation techniques primarily rely on model fine-
tuning, which often leads to substantial performance degra-
dation [8]. Other methods like Retrieval-Augmented Gen-
eration (RAG) improves context awareness but faces chal-
lenges with computational cost and scalability [7]. CI based
Chain-of-Thought (CI-COT) prompting helps but it does not
alter the underlying model weights to mitigate the issue of
privacy bias [12]. These gaps underscore the necessity of
interpretable, efficient mechanisms for mitigating privacy
bias at the circuit, which this work aims to address.

4 Problem Statement
Recent work has proposed several strategies to mitigate pri-
vacy biases in Large Language Models. Fine-Tuning on cu-
rated privacy or CI-aligned datasets can shift model behavior
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toward safer information-sharing decisions, but it is com-
putationally expensive, requires substantial human annota-
tion, and often degrades unrelated capabilities or leads to
over-refusal outside the training distribution [8]. RAG-style
systems and external privacy guardrails instead attack policy
or CI knowledge bases and use retrieval or secondary models
at inference time, reducing direct leakage but introducing
latency and infrastructure complexity while leaving the un-
derlying biased model unchanged [23]. CI-based prompting
and CI-Reinforcement Learning methods improve adherence
to contextual integrity norms at the behavioral level, yet they
still operate as black-box adjustments to model outputs and
do not reveal or directly modify the internal mechanisms
that give rise to privacy biases [12, 17].

At the same time, emerging CI benchmarks show that LLM
privacy judgments can diverge substantially from human ex-
pectations across contexts, and that these misalignments can
be prompt-sensitive and unstable [17, 23, 24]. Because LLMs
are increasingly deployed as autonomous agents that act on
users’ behalf, such biased or brittle privacy decisions risk
inappropriate disclosure or over-withholding of information
at scale.

What is missing is a method that (1) identifies the inter-
nal circuits responsible for privacy decisions under contex-
tual integrity (CI), and (2) edits those circuits in a localized
way to reduce privacy bias while preserving the model’s
broader capabilities. In this work, the goal is to use mechanis-
tic interpretibility - speciifically, Edge Attribution Patching
with Integrated Gradients (EAP-IG) [10] - on ConfAIde, a
CI-grounded dataset [17], to discover circuits that mediate
privacy judgments. Then, to perform targeted interventions
on these circuits to correct privacy bias by patching those
circuits without needing to retrain the full model.

Research Questions:

RQ1: Which model components are most important
for contextual privacy decisions? We seek to identify
the specific parts of the model that are most responsible
for judging whether an information flow is appropriate or
inappropriate on a CI-grounded benchmark, ConfAIde.
RQ2: To what extent do privacy-relevant compo-

nents overlapwith other behaviors?Herewe askwhether
components involved in privacy-related behavior rely on
shared underlying mechanisms or operate through distinct
circuitry. Understanding this overlap is essential for deter-
mining how entangled privacy reasoning is with other model
functions and whether targeted interventions can be applied
safely.

RQ3: How can targeted circuit patching improve the
privacy-utility trade-off? Our initial goal was to evalu-
ate whether targeted circuit patching could reduce privacy-
related failures, while maintaining or improving task utility.
This approach aims to provide more precise control than

broad behavioral methods such as fine-tuning or RAG. How-
ever due to time constraint and substantial effort required
for RQ1 and RQ2, we were unable to implement this for our
course project.

5 Approach
In this section we go over our methodology in detail. We
start by describing our experimental setup, then we give a
brief overview of EAP-IG, which is the main tool we use for
our project. We then explain how we use this method for
finding circuits relevant to privacy bias.

5.1 Experimental Setup
Dataset: We construct our evaluation scenarios from the
ConfAIde benchmark byMireshghallah et al. [17], which pro-
vides contextual-integrity information flows parameterized
by information type, recipient, and use. Each scenario
instantiates a template of the form: "Information about {in-
fotype} is collected by {recipient} in order to {use}".
To elicit model privacy judgments, we ask LLMs to rate

how acceptable each scenario is on a 5-point Likert scale
ranging from Strongly Inappropriate to Strongly Appropriate.
A prompt example:

Please indicate the extent to which the follow-
ing scenario is acceptable: {scenario}. The answer
must be exactly one of the following options (and
nothing else): {Likert options}.

We frame the prompt this way to avoid getting a larger
nonsensical response from the LLM. These ratings form the
basis for the binary appropriateness labels used in our circuit
analysis.

Models: All experiments are conducted on two Instruction-
tuned models: Qwen2.5-7B-Instruct, and Llama3.1-8B-
Instruct. We treat both models as black boxes for generation,
but later apply EAP-IG to their internal activations for circuit
discovery.

5.2 Prompt Paraphrasing to Reduce Wording Bias
LLMs are known to be highly sensitive to prompt word-
ing; logically equivalent questions can yield different an-
swers, especially on nuanced safety and privacy judgments
[2, 6, 9, 22, 24]. To reduce this accidental wording bias, we
paraphrase each scenario prompt into 11 distinct phrasings
(original + 10 paraphrased prompts), varying surface struc-
tures (e.g., "Please rate how acceptable this scenario is:", "How
acceptable do you find this scenario:", "To what degree is
this scenario acceptable:") while preserving the underlying
CI information flow [24]. Using multiple paraphrases helps
smoothing out wording-specific quirks and gives a more
stable and true LLM judgment for each scenario.
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5.3 Aggregating Likert Responses into Stable Model
Judgments

For each scenario, model, and paraphrased question, we
collect a single 5-point likert response. We then map the five
options into a binary label (Inappropriate vs. Appropriate)
and aggregate across the 11 paraphrases as follows:

• For each model and scenario, count how many of the
11 responses are labeled appropriate and how many
inappropriate

• If one label appears in more than 66% (i.e., at least 8
out of 11) of the paraphrases, we treat that label as the
model’s true judgment for that scenario [24]

• Scenarios that do not meet this threshold are consid-
ered unstable and are excluded from circuit analysis
(grey cells in Figure 1)

This supermajority threshold rule filters out prompts where
the model is inconsistent or overly sensitive to wording,
leaving a set of stable appropriate/inappropriate judgments
(minimizing the survivorship bias) that we use to define
clean examples and construct clean-corrupted pairs for EAP-
IG [24]. To better understand the global structure of these
judgments, we next visualize the aggregated labels over all
information-flow combinations as a heatmap.
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Figure 1. Heatmap of Llama-3.1-8B-Instruct’s privacy judgements across ConfAIde-style information-flow scenarios.
Each cell corresponds to a unique combination of infotype (bottom x-axis), recipient (top x-axis), and use (y-axis). Cells are
color-coded according to the model’s responses across 11 paraphrased versions of each prompt: green indicates that the model
judged the scenario appropriate in more than 66% of paraphrases; red indicates that the model judged the scenario inappropriate
in more than 66% of paraphrases; and gray denotes cases where neither label reached this threshold, reflecting inconsistent or
neutral model behaviour.
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5.4 Heatmap of Privacy Judgments
Using the stable binary labels for each (infotype, recipient,
use) combination, we construct a heatmap that summarize
how often the model judges each information flow as appro-
priate and inappropriate. This allows us to see, at a glance,
which infotype-recipient-use combinations the model gen-
erally judges as appropriate and which it judges as inappro-
priate (See Figure 1). We later use neighboring cells in this
heatmap to define clean-corrupted pairs that differ in a single
parameter for our circuit analysis in Section 5.6.

5.5 Circuit analysis and EAP-IG
An LLM can be viewed as a computational graph whose
nodes are attention-heads, MLPs, or even neurons (depend-
ing how fine-grained we want to analyze it). The edges of
this graph are simply connections between these nodes that
determine where the output of each node goes. A circuit is
a subgraph of this graph that includes the input and output
logits. We are interested in finding circuits that are close in
performance to the whole graph for a certain task. A task
includes a set of clean and corrupted inputs and a metric.
For example, 𝑠= "The doctor shares your medical records with
other doctors for diagnosis. This is appropriate." and 𝑠′="The
doctor shares your medical records with other doctors for di-
agnosis. This is inappropriate." can be clean and corrupted
inputs that elicit different responses from LLM (i.e., appropri-
ate and inappropriate). The metric that we’re interested in
is logit difference (logit(appropriate) - logit(inappropriate)),
which captures how much appropriateness changes when
we corrupt an input by changing a single parameter in it.

Circuit identification. How can we identify good circuits?
One way to do this would be to replace an edge activation in
the clean forward pass with a corrupted activation, and add
the edge to the circuit if the effect of this change is significant.
However, this scales poorly with the size of the model. Edge
attribution patching (EAP) [18] is a method that estimates
the effect by a linear approximation. Formally, let 𝑒 = (𝑢, 𝑣)
be an edge in the graph, and let 𝑧𝑢, 𝑧′𝑢 be activations of node
𝑢 when we run the model on clean and corrupted inputs,
respectively. Then we have:

𝐿(𝑧′𝑢) − 𝐿(𝑧𝑢) ≈ (𝑧′𝑢 − 𝑧𝑢)𝑇∇𝑣 (𝑠) (1)

where 𝐿 is our metric and the gradient is computed with
respect to the input of 𝑣 in the run of model on the clean
input 𝑠 . So this only requires two forward passes and one
backward pass. A problem with EAP is that for an edge the
gradient at the clean input 𝑠 could be zero (removing attri-
bution of an edge) while the gradient at corrupted input is
nonzero. To address this issue, EAP-IG [10] uses integrated
gradients, which accumulate the gradient along a line be-
tween clean and corrupted activations. That is, the score of
an edge becomes:

(𝑧′𝑢 − 𝑧𝑢)𝑇
1
𝑚

𝑚∑︁
𝑘=1

𝜕𝐿(𝑧′ + 𝑘
𝑚
(𝑧 − 𝑧′))

𝜕𝑧𝑣
, (2)

where𝑚 is the number of intermediate points between
clean and corrupted activations. We set𝑚 = 5 following the
literature.

Faithfulness. The faithfulness of a circuit measures how
close it is to the whole computational graph with respect to
a metric 𝑃 . Formally, it is defined as:

𝑃𝑐𝑖𝑟𝑐𝑢𝑖𝑡 − 𝑃𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑒𝑑

𝑃𝑏𝑎𝑠𝑒𝑙𝑖𝑛𝑒 − 𝑃𝑐𝑜𝑟𝑟𝑢𝑝𝑡𝑒𝑑

We use EAP-IG to identify circuits in our experiments
as it was the state-of-the-art method for circuit identifica-
tion at the start of the project. We refer the readers to [10]
and references therein for more details on circuits and their
identification methods.

5.6 Identifying circuits for privacy bias
Aswe discussed in the previous subsection, we need to define
a set of clean-corrupted data pairs and a metric and then
we can use EAP-IG out of the box. Depending on our target
task we can define different clean-corrupted data pairs that
differ in different parts. Here, we go over the choices we
considered and their intended task.

Appropriate/Inappropriate circuits. Our goal is to iden-
tify which parts of the model are responsible for judging an
information flow as appropriate or inappropriate. To do this,
we take the information flows that are classified as appro-
priate or inappropriate (the green and red cells in Figure 1,
respectively) and construct clean-corrupted pairs that differ
only in the final appropriateness judgment.

For the “appropriate” circuit, we define:
• Clean: “{information flow vignette} This is appropri-
ate.”

• Corrupted: “{information flow vignette} This is inap-
propriate.”

For the “inappropriate” circuit, we swap the labels:
• Clean: “{information flow vignette} This is inappro-
priate.”

• Corrupted: “{information flow vignette} This is ap-
propriate.”

In each pair, the two vignettes are identical; only the final
label word differs. The clean label is the majority (correct)
label from the LLM pver the paraphrases. Our metric is then:

logit(clean label) − logit(corrupted label),
so for the appropriate circuit the clean and corrupted labels
are “appropriate” and “inappropriate,” respectively, and for
the inappropriate circuit they are reversed.
Example: For appropriate circuit an example of clean-

corrupted pairs is as follows.
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• Clean: Information about your friends and what they
like is collected by school or university in order to
Place students in groups for class. This is appropriate.

• Corrupted: Information about your friends and what
they like is collected by school or university in order to
Place students in groups for class. This is inappropriate.

Information flow parameters circuits. The goal here is to
find parts of the model responsible for capturing the param-
eters of an information flow while keeping appropriateness
the same. So, our clean and corrupted will be of the follow-
ing form:

• Clean: “Consider the following [appropriate / inappro-
priate] information flow: {information flow vignette
with clean parameter value}.“

• Corrupted: “Consider the following [appropriate /
inappropriate] information flow: {information flow vi-
gnette with corrupted parameter value}.“

Here, the bracketed phrase “[appropriate / inappropriate]”
means that both prompts use the same appropriateness label
(either “appropriate” or “inappropriate”); only the param-
eter value differs. The two inputs therefore have different
vignettes that differ in a single parameter.

Example: For infotype circuit, an example of clean-corrupted
inputs is a follows:

• Clean: "It is inappropriate for your workplace to col-
lect information in order to sell it to marketing firms
to advertise products and services about
your friends and what they like."

• Corrupted: "It is inappropriate for your workplace
to collect information in order to sell it to market-
ing firms to advertise products and services about
your purchasing habits."

In this case, our metric would be:

logit(clean parameter) - logit(corrupted parameter)

The input pairs for other parameters are created similarly.
For practical purposes, we paraphrase the vignettes so that
the differing parameter is at the end of the vignette.

Circuits for both appropriateness and flow parameters.
Here the goal is to find circuits that are suitable for both
the appropriateness and the parameters. Thus, we look for
information flows that differ in a single parameter and their
appropriateness differ. We consider two possible choices
for phrasing the clean-corrupted pairs: Question and state-
ment phrasing. In question phrasing, the pairs would be
"Consider the following information flow: {information flow
vignette} Classify the information flow in exactly one word,
either appropriate or inappropriate:" where again the informa-
tion flows for clean and corrupted differ in a single parameter.
In the statement phrasing, the pairs would be "Consider the
following information flow: {information flow vignette} This
is appropriate (inappropriate)". In this setting, the clean and

corrupted prompts differ in both a single information-flow
parameter and in their appropriateness label (one is judged
appropriate, the other inappropriate), unlike the previous
parameter-only circuits subsection where the label is held
fixed. The metric used here again is:

logit(clean value) - logit(corrupted value)

Example: Question phrasing for the parameter “Use”:
• Clean: "Consider the following information flow: In-
formation about state of your health and medications
you take is collected by clothing store in order to
Make recommendations for you. Classify the informa-
tion flow in exactly one word, either appropriate or
inappropriate:"

• Corrupted: "Consider the following information flow:
Information about state of your health and medica-
tions you take is collected by clothing store in order to
Sell to a tracking company who then combines the
data with you other activities. Classify the information
flow in exactly one word, either appropriate or inap-
propriate:"

Example: Statement phrasing for the parameter Infotype:
• Clean: "Consider the following information flow: In-
formation about your friends and what they like is col-
lected by clothing store in order to Make recommen-
dations for you. It is inappropriate."

• Corrupted: "Consider the following information flow:
Information about your purchasing habits is collected
by clothing store in order to Make recommendations
for you. It is appropriate."

6 Results
6.1 Faithfulness
We measured the faithfulness of our circuits1 across each
circuit size and across three different circuit-finding meth-
ods: EAP, EAP-IG, and Clean-Corrupt. EAP-IG tended to
yield the most faithful circuits. In Figure 2, you can see that
the faithfulness of EAP-IG scores are marginally, but con-
sistently, better than the other circuit finding methods. We
tested two types of metrics when running EAP-IG. The first
was logit difference, as discussed in the previous section,
testing on both the difference between the median logit over
multi-token labels, and the maximal logit over the label2. We
also tested using Kullback-Leibler (KL) divergence between
the model’s clean and corrupted distributions (EAP-IG-KL),

1For the sake of space, here we do not explicitly discuss both the “Statement”
and “Question” formulations as they saw similarly nonsensical results.
Conclusions for “Statement” apply equally to “Question.”
2Note that this was only for Use and Infotype parameters since “Appropriate”
and “Inappropriate” are single tokens, so we do not have to take median or
maximum in this case.
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Llama-3-8b-it vs Qwen2.5-7b-it (Clean-Corrupt: light, EAP: normal, EAP-IG: dark)
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Figure 2. This bar graph contains the faithfulness scores for
Appropriate, Inappropriate, Infotype, and Use circuits along
the x-axis (in the listed order). Since we tested at various cir-
cuit sizes, the score on the y-axis is the the faithfulness (from
0 to 1) for whichever circuit size performed the best (closest
to 1). For simplicity, the alternative formulations for Use and
Infotype (Statement and Question) are not included as their
results are not within the expected range. LLama depicted
in blue and Qwen in red. Shade indicates the circuit-finding
method, where the lightest is clean-corrupted, darkest is
EAP-IG, and the middle is EAP.

which measures how much the full predicted token distribu-
tion shifts under the intervention. Unless stated otherwise,
the scores are reported for median logit difference as we
tended to see the best, consistent scores (see Figures 4 and 5).
Looking at Figure 3, we got high faithfulness scores for

the non-statement formulations. Additionally, we find that
some circuits have faithfulness scores above 1, which means
that they are more faithful than the full model. We hypothe-
size that because large language models have a very large
number of components, there may be some components that
are negatively impacting the model’s performance, so when
we run the model on a subset of the most influential nodes
and edges, we can actually gain performance 3. This should
be explored in future work. Finally, the scores seen for the
“Statement” formulation of Use and Infotype are very bad.
Faithfulness scores should never be negative or significantly
above 1, which indicates to us that our prompting strategy for
the Clean and Corrupted prompts were not effective. EAP-IG
could not identify consistent circuits across all the prompts
for these datasets. One reason for this is that there were two
changes in these prompts. Both the parameter and appropri-
ateness were different between the clean and corrupted pair.
Having two differences did not help to identify the appropri-
ateness or inappropriateness of the parameter itself, rather
it caused EAP-IG to fail to identify faithful circuits.

3Thank you to Anthony Hughes for helping us formulate this hypothesis.
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Figure 3. This plots the faithfulness of circuits for Qwen,
with circuit size on the x-axis and faithfulness on the y-axis.
Different colours indicate different circuits.
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Figure 4. As a metric, KL performs worse than both logit
difference methods. Results here are for Llama.
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as well as median. Results here are for Llama.
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Figure 6. Heatmap of overlap between nodes and edges
in Qwen. Scored using the Jaccard index (Intersection over
Union) where 0 (white) is the no overlap and 1 (dark) is
complete overlap.

6.2 Overlap
Following previous work [10, 11], our goal is to discover
how the circuits that correspond to the appropriateness and
inappropriateness of information flows interact with one
another. This permits greater precision when performing
the ablation study to rectify misaligned model behaviour. We
find a circuit 𝐶𝑖 for each of “Appropriate”, “Inappropriate”,
“Use”, and “Infotype” and compute the overlap between the
high importance edges and nodes for each pair of circuits.
The high important edges for each 𝐶𝑖 are those that have
an EAP-IG score above 𝜏𝑖 , which is a dynamic threshold to
capture those nodes and edges with scores above a certain
percentile. In our study, following previous work, we use
𝜏 = 95% and 𝜏 = 99% [11]. The overlap between two circuits
𝐶𝑖 and𝐶 𝑗 was calculated using the Jaccard index (Intersection
over Union):

Overlap(𝐶𝑖 ,𝐶 𝑗 , 𝜏) =
|𝐸ℎ𝑖𝑔ℎ

𝑖
∩ 𝐸

ℎ𝑖𝑔ℎ

𝑗
|

|𝐸ℎ𝑖𝑔ℎ
𝑖

∪ 𝐸
ℎ𝑖𝑔ℎ

𝑗
|
× 100% (3)

We can see in Figure 6 that we have low edge overlap
but high node overlap. This indicates that the model has
specialized circuits for each of the CI parameters for which
we identified circuits. The high node overlap, however, shows
that CI seems to “live in” a subset of attention heads within
the model, and the model relies on a subset of attention
patterns, rather than completely different mechanisms.

6.3 Attention Patterns
Using the 95% and 99% thresholds, we can see the most
important nodes (attention heads) in our circuits. This can
help us identify which heads at which layers to intervene on
in future patching work.
In Qwen, averaged across all circuit types, we see layers

17-19 are the most influential with several attention heads
seeing high importance scores, and an early concentration in
layer 0 (see Figure 7). In Llama, we see a numerous attention
heads with higher activation scores, with a generally high
level of activation in the early to middle layers (see Figure 8).
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Figure 7. Heatmap of average attention scores for Qwen-
2.5-7B across all layers and attention heads. Colour intensity
encodes the average attention score for each layer–head pair,
computed over the dataset and visualized after applying a
threshold of 99.
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Figure 8. Heatmap of average attention scores for Llama-
3.1-8B across all layers and attention heads. Colour intensity
encodes the average attention score for each layer–head pair,
computed over the dataset and visualized after applying a
threshold of 99%.

The important thing here, is that although attention pat-
terns differ between models, both have faithful and relevant
circuits related to the parameters of interest.

7 Patching Strategy
Due to time constraints, we were unable to perform patch-
ing but we have a general idea for how we would proceed.
Although we do not have an exact algorithm, looking at the
overlap between circuits gives us a good idea of where to
start. For example if we are concernedwith the inappropriate-
ness of infotypes, and want to intervene on the intersection
of these circuits, we can verify they have overlap by looking
at the heatmap (i.e., Figure 6), and notice that Use and Inap-
propriate have high node overlap. We can then check the
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Figure 9. Heatmap of attention scores for Inappropriate
circuit on Qwen using a 99% threshold.
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Figure 10. Heatmap of attention scores for Use circuit on
Qwen using a 99% threshold.

attention head patterns in Figures 9 and 10 to identify which
attention heads to ablate. For example, heads 1, 7, and 17 at
layer 18 all have relatively high activation in both circuits, so
we could test both zero and mean ablation strategies on these
heads to start (Hughes et al. [11] suggests that the optimal
strategy seems to be model dependent). Additionally, we can
see in Figure 6 that Appropriate and Inappropriate have high
edge and node overlap, so we can see which attention heads
they diverge in, and we can test zero and mean ablation on
heads that are not in their intersection, to fix instances where
we see that the LLM is biased towards answering that an
information flow is appropriate.

8 Future Work
There remains a lot of work to reach our ultimate goal of
rectifying privacy bias in LLMs. Some additional work to be
done is to run our existing pipeline on additional models.
We also need to create an algorithm that will enable us to ef-
ficiently and effectively patch the models. Ideally, we would

see the patched models achieve high accuracy on the Con-
fAIde dataset, and we would be able to achieve this without
a significant loss to the overall model utility. One measure
that we would use for utility, which is common in related
works [5, 11, 14, 25, 26], is to measure perplexity. We expect
that, as seen in Hughes et al. [11], the perplexity would be
higher over the baseline model (lower is better), but ideally
we would identify an optimal patching algorithm that would
minimize the increase over the baseline. Moreover, we would
need to compare with other existing approaches for reducing
the privacy bias in LLMs.

9 Conclusion
This work takes a first step toward opening the “black box” of
how LLMs internalize privacy norms. By combining the Con-
textual Integrity framework with mechanistic interpretabil-
ity, we constructed controlled pairs of clean and corrupted
prompts from the ConfAIde dataset and used them to probe
Llama 3.1-8B-it and Qwen 2.5-7B-it. Applying EAP-IG to
these datasets, we identified faithful circuits corresponding
to key CI parameters (RQ1), characterized their attention
patterns, and quantified the overlap of each pair of circuits’
edges and nodes (RQ2). Our findings reveal faithful, spe-
cialized circuits that reliably distinguish appropriate from
inappropriate information flows, with relatively low overlap
between circuit nodes, which suggest specialized privacy
mechanisms within these models.

Together, these results bridge behavioural privacy evalua-
tions with an internal, circuit-level view of model decision-
making. Beyond characterizing where privacy-relevant be-
haviour “lives” in the network, our circuit analyses and im-
portance scores lay a concrete foundation for future circuit-
editing algorithms that selectively patch privacy biases with-
out retraining entire models. Moving forward, extending
this methodology to additional architectures and richer real-
world scenarios, and empirically evaluating circuit-level in-
terventions, against less fine-grained interventions, on down-
stream privacy outcomes, will be crucial steps toward de-
veloping AI systems that are aligned with human privacy-
expectations.

10 Novelty
Our work introduces some methodological contributions
to the study of privacy-related behavior in Large Language
Models. First, we construct a new dataset specifically de-
signed to find and analyze circuits associated with privacy
bias in information-flow judgments. To support mechanis-
tic interpretability methods, we developed tailored clean-
corrupted prompting strategies for running EAP-IG. We also
demonstrate, to our knowledge, the first identification of cir-
cuits linked to privacy bias across twomodel families. Finally,
we extend EAP-IG to operate effectively with multi-token la-
bels by allowing the attribution objective to aggregate logits

9



over all label tokens using either the median or maximum
token logit to better suit our use-case.
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